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Overview 1 - RIPEstat >

e Introduction to RIPEstat
e More about widgets
e List of widgets
 Exercise: Querying for a Resource
e Visualising BGP Routing Information
e Exercise: BGPlay
e Handling abuse

e Exercise: Handling Abuse

e Comparing Results
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RIPE NCC - Who are we? 3

- o W
e F

e RIPE NCC
e Located in Amsterdam
e Not-for-profit organisation

e One of the five Regional

Internet Registries (RIRs)

e 10,000+ members




Introduction to
RIPEstat




What is RIPEstat? 5

One interface for viewing all Internet number resource data

“One-stop shop”
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Landing page 6

Search RIPE

" Enter an IP address/prefix, ASN, country code or hostname }

Your network: AS3333, 2001:67c:2e8:./48 e.g.. IPv4 prefix/range, IPv6, ASN
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What data? What sources? ;

e RIPE Database

e Other RIR data

e BGP routing data (RIS)

e Active measurements (RIPE Atlas, DNSMON)
e Geolocation (third-party)

e Blacklist data (third-party)

e More...
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Query? :

e |Pv6 address
e |Pv4 address
e ASN

e Hosthame

e Country code
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Why use RIPEstat? 0

® For your own network:

e |s someone else announcing my prefix?
e How visible is my new IPv6 network?
 |s my BGP routing consistent with Routing Registry?

e Was my prefix visible yesterday in Tokyo?
® For viewing other networks:

e |Pv6 iIn my country compared to neighbours
e Who has more peers, AS1 or AS2?
e How does the upstream outage look?

e |s the prefix/ASN that | want already announced?
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Query page 10

RIPEstat Home -+ About RIPEstat + Documentation + Use Cases + Logn

You are here: Home > Data & Tools > RIPEstat

Search RIPE

4% . D U
——e L fan, T

» M ’Y'v:,n e —
RIPEstat show BGPlay is back! [/ <38 h:::--.., gy
'-b.-,“:,.," s
your own IP/ASN / S
/ \ - \)N |
& About RIPEstat & Documentation & Use Cases
¢ FAQ e |Interfaces & APIs e Notable Network
e Data Sources ¢ Demos Events
e Widget List e Roadmap o Compare Results
e Top Queries e Changelog ¢ Looking for Abuse
" Feedbaw - E Gm intemet
LEARN MORE Statistics
LEARN MORE
LEARN MORE

D
7 ch %%,
R,
3 ,3 510K,
| (5 abu e ol
98 I
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Results default ta

b

11

RIPEstat Home + About RIPEstat - Documentaton + UseCases + Logn

You are here: Home > Data & Tools

RIPEstat

> RIPEstat » ASSXS

More tabs
with results

S’-cmra resuls for AS3333 as of 2014
07-25 08:00:00 UTC

gy

[ twermen
:°]l 00.00%)

Eoe, )

£ beka ) 737 Germany
g Data Terms of Use Report & map erree
* Gecloc detalls

Lomben
o

Data is based on MaxMind's Geolite
) City data sat and valid for the stated
query time (see below)

A 07-25 13:32:47 UT

Showing results ’OPCASSJQ &3 of 2014-

RIPE NCC mambars can access {
\ by {

was visbie 10 100% of 96 IPvd and
100% of 95 IPvE RIS Al poers.

O First 9war 5000 &8 ONgin announcng
bgr:cmma.mzou-m-oooom

* 0 Advanced Settings
\ S-’Kmr;&r-nuh for AS3333 &8 of 2014-
X\ 07-25 08:00:00 UTC

IM_TQ Snumo,' b\

J AN .‘, -
/At 2014.07-25 08:00:00 UTC, m\\\ v
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Warm-up Exercise

Query Country Name




More About Widgets




Widget list 14

https://stat.ripe.net/widget/list

RIPEstat Widgets

This is a complete list of all of the widgets that RIPEstat offers. Each of these widgets can be accessed using the
inks below.

When you view a widget you can also get code for embedding it in your own pages. The full procedure for
embedding and configuring widgets is described in the Widget AP| Documentation.

Show 100 : entries Search:
Title (show slug) ¢  Example Prefix < adc;fess ¢ ASN ¢ Hostname ¢ C:::;ry $
Abuse Contact Finder v v v
Address Space Hierarchy .- v v
Address Space Usage . v v
Allocation History : : v v v
Announced Prefixes v
AS Overview v
AS Path Length ? v
AS Routing Consistency o v
ASN Neighbours v
ASN Neighbours History 1 - v
RIPE Atlas Probes ﬁd v v v v
RIPE Atlas Measurement Targets v v v v
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Get the data behind the widget! 15

L

Allocation History (AS3333) '

L-°55535(“\NN —_— —iﬁﬂd
-

B 0-65535()

I 3154-3353(RIPE NCC)

P B 3209-3353(RIPE NCC)

B 3200- 335300
-

e ————

Jan 2010 Jul 2010 Jan 2011 Jul 2011 Jan 2012 Jul 2012 Jan 2013
— ——————
| " |
2005 2010

#”  Showing fesyts for AS3333 from 2000-01-01 00:00:00 UTC to 2014-08-06 00:00:00 UTC

source data embed code permalink IMo)

ombed code permadink Info
Get the data behind this widget with the Data API
hnpow&u&npmnouUUuwnkxnuondutuwaluuoon?nnounn-Asaaaad

“"cached": true,
"data": {
"quory_endtime*: "2014-08-06T00:00:00",
"query_starttime®: "2000-01-01T700:00:00",
"resource®: "3333°,
*resulets®: {
TIANATI |
{
“resource”: "0-65535",
“status®: "IANA",
“timelines": [

{
“"endtime”: "2007-10-11T00:00:00",
"starttime®: "2007-10-11T00:00:00"
b
{
“"endtime": "2008-11-03T00:00:00",
"starttime”: "2007-10-27T00:00:00"
be
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Shareable URL of results 6

Allocation History (AS3333)

L-“55535(1ANN I S ¥
I 0-65535() =

I 3154-3353(RIPE NCC)
IV 3209-3353(RIPE NCC)

M G3200-335300 S —

-
time zoom
r-m_—\
Jan 2010 Jul 2010 Jan 2011 Jul 2011 Jan 2012 Jul 20 Jan 2013
— ]
| " |

2005 2010

Showing results for AS3333 from 2000-01-01 00:00:00 UTC to 2014-08-06 00:00:00 UTC

e Immutable shareable URL for eah result!

e URL includes:
e ZOoOM

e History
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Where’s the data from? 17

L

Allocation History (AS3333) v ™

L.O-GSSSS(IANA) —_— —“A
-

I 0-65535()
I 3154-3353(RIPE NCC)
Pl 3200-3353(RIPE NCC)

| KPOLRCKERT— W

LB
Jan 2010 Jul 2010 Jan 201 Jul 2011 Jan 2012 Jul 2012 Jan 2013
— e S
| I " |
2005 2010

Showing results for AS3333 from 2000-01-01 00:00:00 UTC to 2014-08-06 00:00:00 UTC

embed code perratnk o

What does this widget show?
Allocation History Gepkays informason about alocasons and deect assignments of prefines or AS
fumbons.

How can the visualisation be Interpreted?
Whon 10 quoriod resowrco was a profit. the gragh will show how Pat prefix and rolatod (mone o
088 $000NC prefes) wore aliocated Ower time. When the queried rescurce was on ASN. e graph
will show the allocation of that ASN
The legand will dsplay ol resouces. NCLSNG 1050 wWhich a0 Not ANvounced during the me range
Saplayed. B 8 possbio 1 change the daplayod Sme period with the Smeline selecior undemeath the
gragh.

r ) 2012

2004 2008

The shaded asea is Saplayod in the grach. This arca can be adjusied by moving 10 the loft o right
ong of o shaded 20a and hen Gragping # 10 the Cesred ICaton. It s POSSSI 10 Change Not only
e Slart and ond Bme, Dut 8lso 1o length of ™he period which i shown,

D —

roca ok ]

What is the data source?
The RIA stasstcs fles summaniso tho curmont state of Mocations and assgrmonts of insemat
rumder resources. They ane intonded 10 provico @ seasshot of the sialus of Istemet fumber
MEOWCOS, WENOW any Yansactonal or historical detalis. Find detalls for oach RIR hore
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Freshness and Timescale of the Data 18

. L
Allocation History (AS3333) ¢ %

S

L-‘*55535“ANN —_——m
I 0-65535()

I 3154-3353(RIPE NCC)

IV I 3209-3353(RIPE NCC)

B 3209-33530 S

-
r- RiFE NG I
Jan 2010 Jul 2010 Jan 2011 Jul 2011 Jan 2012 Jul 2012 Jan 2013
. e S
| " |
2005 2010

==

BRowing results for AS3333 from 2000-01-01 00:00:00 UTC to 2014-08-06 00:00:00 UTC

S Ree———— embed code permalink info

e Timestamp and time period of data

e Different widgets = different data update frequency

e Can be adjusted in most cases

e Limits: Different maximum granularities
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Embed the widget!

19

L
Allocation History (AS3333) v ™
L-°65535(U\NA) —_— _ﬂﬂd
B 0-65535() = |
I 3154-3353(RIPE NCC)
[" I 3209-3353(RIPE NCC)
| REVRKCCT——
-
Jan 2010 Jul 2010 Jan 2011 Jul 2011 Jan 2012 Jul 2012 Jan 2013
. F
| " 1
2005 2010
Showing results for AS3333 from 2000-01-01 00:00:00 UTC to 2014-08-06 00:00:00 UTC T
source data k info
scurce cata ¢ embed code permadink Info

Embed this widget on your page

<script sro="https://stot,ripe.net/widgets/widget_api, Js"></script>
<div class="stotwdgtouto s><scriptsripestot.init(Collocation-history”,
{"resource”:"AS3333"},mull, {"size": "medium”,“disable”: ["controls”]})</script>

Copy and paste this code into an HTML webpage. Note: widget_apijs (the 1st line) only needs to be
included once per page.

For more usage detais please view the RIPEstat Widget AP| documentation.
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Embedding widgets on your site 20

IrnerRacks [iceblowing netwon

P e

S\ =

e e e e This ISP embedded

Welcome

Welcome 10 the ASA2053. net Network

T widgets on its page

Network status

There are mO metwork S5ues At ™hvs moment

Network Datalls

NS A0S SO ML 100K That ShOw OfTerent Aot on Celals ABOU! Our Neteore. Th 1004 e QENerated Ly
Roe

Prefixes

The talie shows every Drefix that Ongnated from our AS In the last woek

e of o Prefxes  Adcresses

Prefix
Count widget

—

JJ - an JuJd Jan Il Jan Jal
oy - “. L Ve o J oA

L ]
<2000 2002 2004 2008 <008 2010 2012
Shawing uauits for ASA2003 from 20000101 00:00:00 UTC 10 20130000
36 00 50 UHE ’

AS Path Length

o
The Sagram $hOWS e average . B - M=
angth of all AS paths seen i the

K W A 07200
25! week orgnatng from our AS Aderage (nO prepencnrg

N ]

AS Path Length
widget

Showna reaudts fo x from 201300900 08 909 C w2
fi?;':rﬂtﬁr‘, v AS4208) 20130009 089090 UTX 10909
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Exercise: Querying
for a resource




Tasks 2

¢ What network announces 140.78.50.907?
® |s 193.3.4.2 routed?
¢ [In which country is 91.229.42.0/23 used?
e What is its corresponding INETNUM object?
e What widget provides real-time routing status?
e By what percent did the number of prefixes announced

within Greece increase from July 2012 to July 2014
e Compare IPv4 and IPv6

e How would you share interesting network events with a

colleague?
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Visualising BGP
Routing Information




Querying 24

e I[P or ASN queried?

e You get different widgets!

e ASN often visualised based on the

prefixes that it announces
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RIS - Routing Information Service 25

e RIPE NCC has been collecting BGP information
since 1999

e Raw data: ris.ripe.net

e RIS has 15 route collectors and 600+ peers
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http://ris.ripe.net

At-a-glance view: Prefix Queried

Databasie
Geographic

Activity

‘‘‘‘‘‘

Registered in

the RIPE
Database?

§ Announced? §
1By which AS? ¢

Prefix Overview (140.78.0.0/16)

Announced

™~ This prefix is announced by
AS1205
&/ KU-LINZ-AS University Linz AT

and is part of 140.0.0.0/8, Legacy space,
acminsiered by ARIN. U

Showing results for 140.78.0.0/16 as of 2014-08-13 08:00:00
uTc

source dats embed code permalink info

Registry Browser (140.78.0.0/16)

Last updated on 2014-05-27 at 12:53:54 UTC.
Show more

Showing rosuits for 140.78.0.0/16 as of 2014-08-13 13:26:45
uTe

RIPE NCC members can access historical
6 information by signing in with their LIR'S RIPE
NCC Access account.

source dats embed code permalink info

Geoloc (140.78.0.0/16)
o | Polpe
o 3 ~) \ Map | Satellite }
" Belgum Germany . ‘_l_,_
By Y~ raque
N o cg.d.agp Kn(_iw._,_
Paris Munich _ Brtisiava~ Slovakia .
g llen
i N e
Tunn © Croatia~ > 3
Cmrhin - oBu

ARG rap Datat Terms of Use  Report a map efror
» Geoloc detalls

Data is based on MaxMind's GeolLite City
data set and valid for the stated query time

(see below)
Showing resuits for 140.78.0.0M16 as of 2014-08-01 00:00:00
uTcC

source dala embed code permalink info

Routing Status (140.78.0.0/16)

O At 2014-08-13 08:00:00 UTC, 140.78.0.016

was 100% visbie (by 97 of 97 RIS ful peers). Jd

© First ever seen before Jan 2004 ( = beginning
of avaiable data).

Originated by: AS1205 (valid route object in RIPE)
No less-specific covering prefixes.

v & Advanced Settings
Komosd 1o 1week ¢ |oadier | @ Exclude low visibility
routes

Showing results for 140.78.0.016 as of 2014-08-13 08:00:00
urc

6 Results exclude routes with very low visibility
(less than 3 RIS peers seeing).

source data embed code permalink info

What % visible?

Announced?
By which AS?

Since when?
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At-a-glance view: ASN Queried

27

The rest is the same
as for a prefix

AS Overview (AS1205)

Holder of this ASN:
KU-LINZ-AS University Linz AT

Kgeing resuits for AS1206 as of 2014-
“N§2:00:00 UTC

embed code permalink info

M T Registry Browser (AS1205)

Iu#ﬂumn
" ure.
L Show more

Showing results for AS1205 as of 2014
08-13 13:46:15 UTC

RIPE NCC mambers can access
o histonical information by signing in with
their LIR's RIPE NCC Access account.

embed code permalink info

Geoloc (AS1205)

-l NS YT v

|

{ "ot vl GEran e
O i
For S LN { A=
Safredand ‘&3--1"'\,‘90'00},_4}. s Hoge
b AONA -
&7 ian 1 Olagen -

A‘Aooouﬁ Terms of Use Report a map error
» Geocloc detalls

Data is basad on MaxMind's Geolite
o City data s#1 and vald for the stated
query Sme (see below)

S-ncwr& resuls for AS1205 as of 2014-
08-01 00:00:00 UTC

source data
embed code permalink info

Routing Status (AS1205)

A1 2014-08-13 08:00:00 UTC. AS1205
#4 was visible 10 100% of 97 IPw4 and
2% of 95 IPvE RIS full peers.

© First ever 5860 25 0NGIN ANNOUNCINg
183.186.172.0/22, on 2004-01-03
00:00:00 UTC,

IPv4 profxes: 3

Showing resuls for AS1205 as of 2014-
08-13 08:00:00 UTC

Results exclude routes with very low
4) visibilty (loss than 3 RIS peers
seeing).

Givan query Sme (2014-08-13
08:00.00 UTC) has been changed
because it is earfier than the Sme
thore is data available for!

..

source data
embed code permalink info
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Prefixes Visible for this ASN

28

Announced Prefixes (AS1205)

Showing 1 to 3 of 3 entries
Click here to load the entire history, starting from 2004-01-01 00:00 UTC!

R RS S

Advanced Settings

(¥ Exclude low visibility prefixes

Showing results for AS1205 from 2014-07-30 08:00:00 UTC to 2014-08-13 08:00:00 UTC

@ Results exclude routes with very low visibility (less than 3 RIS peers seeing).

Time period
shown in widget
Default:
last two weeks

source data embed code permalink info

IPv4 vs IPv6?

B Sort by prefix
Show| 10 : entries Search:
or
Prefix ¥ First Seen ? ¢ LastSeen ?
Search “.” vs

193.186.176.0/22 2014-07-30 08:00:00 UTC 2014-08-13 08:00:00 UTC
193.186.172.0/22 2014-07-30 08:00:00 UTC 2014-08-13 08:00:00 UTC
140.78.0.0/16 2014-07-30 08:00:00 UTC 2014-08-13 08:00:00 UTC
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Announced Prefixes - Useful for ASN

29

193.170.32.0/21
140.78.0.0/16

Showing 1 to 7 of 7 entries

¥ £ Advanced Settings

Announced Prefixes (AS1205)

2008-12-09 08:00:00 UTC
2004-01-01 00:00:00 UTC

2008-12-11 16:00:00 UTC
2014-08-13 08:00:00 UTC

Show | 10 : entries Search:
Prefix v First Seen ? ¢ Last Seen ? ¢
193.186.176.0/22 2004-01-22 16:00:00 UTC 2014-08-13 08:00:00 UTC
193.186.172.0/22 2004-01-01 00:00:00 UTC 2014-08-13 08:00:00 UTC
193.171.8.0/24 2008-12-09 08:00:00 UTC 2008-12-11 16:00:00 UTC
193.171.32.0/20 2008-12-09 08:00:00 UTC 2008-12-11 16:00:00 UTC
193.171.200.0/21 2008-12-09 08:00:00 UTC 2008-12-11 16:00:00 UTC

(¥ Exclude low visibility prefixes

Showing results for AS1205 from 2004-01-01 00:00:00 UTC 1o 2014-08-13 08:00:00 UTC

@ Results exclude routes with very low visibility (less than 3 RIS peers seeing).

embed code permalink Info
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History of Prefixes Announced by ASN 30

L

Routing History (AS1205) ¢

Switch to Table View

Show| all :|of 9 rows Sortby:(1123 O ® (4 *| @ Condensedview

Fliters ( 6 ): @ No large prefixes @ No short timespans & No low visibility

Data resolution: 12 days

L S Seelbil: Reset Zoom

SO NN A8 W IsE e eene 140.78.0.0/16
AS1205 193.186.1....0/22
& 193.186.1....0/22
2006 2008 2010 2012 2014
2005

v £ Advanced Settings

. Time scale
selection

Showing results for AS1205 from 2004-01-01 QOg=ess= | R

§ subdivide prefixes
| according to first hop
after queried ASN

source data

embed code permalink info
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BGPIay 31

e See how your network is routed

¢ Announcements
o Withdrawals

e Path changes
e BGPlay shows routing history
e Animated graphic

e Highly interactive

https://stat.ripe.net/widget/bgplay
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https://stat.ripe.net/widget/bgplay

BGPIay 32

click

lay

BGPlay (140.78.0.0/16) ® 2|

BGP event,
ASN or ASN path
details

Type: Initial state
Number of ASes: 62
Number of collector peers: 46

Control panel:
o o o S e 5o F || - Covered time
QECIILID (Gociorpeer ) (__Oher ) ~Dymamic e © " i o period
RRC selection

A
/\

Interactive animated
graph

Period: 38 dan 0 seconds (135 events) Cu:r:en! instant: 2014-07-08 07:10:00 &
Control F '
timeline TOTIT T T Illlll.lll:‘l'u‘lulu.lﬁ.ll.llllf (N l'l ||nunulluwll';;;:.ulnnn.lun-nnnuun lél T ] ] ]
iM ) - "Im"’m" y | ( Detailed timeline
D B with events

source data layout embed code permalink Info

clickK play click play movie

RIPE 69 Basic Measurements Tools Tutorial RIPE
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BGPlay

33

o

source dasta layout options

. X »
BGPlay (140.78.0.0/16) v

Type: Inival state

Number of ASes: 62

Number of collector peers: 46
Selected RRCs: 0,1,6,7,11,14

Total number of events: 155

Date and time: 2014-07-08 07:10:00

Period: 35 days 0 seconds [155 events] Current instant: 2014-07-08 07:10:00 f.
A A .I A N\ \ A~ ."\
I\ I 1/ f fly v\

/ N\ [ | A \/ J \ '.\. f \

IHllllllltl i lnllllllllllll l I llllllllll 1 Illlllllll Ill I llllIllllllllllllllllllllll IRA RN Illl
[l Path Change [l Withdrawal =
14

B Initial state
6 Sh 21h 22r
¢2‘m¢ ¢ q, * - cp‘” )
370 430 21. |3. 45

¥ 140.78.0.0/16 from 2014-07-08 07:10:00 UTC 10 2014-08-12 07:10:00 UTC

Showing results

embed code permalink Info

Examples: (2013/8/28-30)

- Prefix with announcements &

withdrawals:
84.205.64.0/24

- Check IPv6 connectivity:

2001:67c:2e8::/48

- Multi-homed prefix:

199.7.80.0/24

- BGP hijacking

2008-02-28: 208.65.153.0/24
Youtube traffic by Pakistan Telecom
AS17557

- Blackholing:

193.33.96.64
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Exercise: BGPlay




Tasks 35

¢ Find the up-stream provider for AS1205
e Is AS3333 multi-homed?

e Check the IPv6 connectivity of your own

network
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Reporting Abuse




Reporting Abuse a7

e Who is attacking your network?

¢ What kind of attack is it?

RIPE 69 Basic Measurements Tools Tutorial RI PE
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What to do if your Network is Attacked 38

e Spam or unauthorised access?
e Find IP in message headers or logs
e Want to contact their admin?

 Find the correct email for reporting abuse
e RIPE Database

e Contact details for every ASN and IP address
e In Europe, the Middle East and parts of Central Asia

https://labs.ripe.net/Members/cteusche/finding-anti-abuse-contact-information-with-ripestat

RN

7 %%,
& B30,
f £ 5100
[osat 04k
B e |
L e/

4 8 109

> TROOEOC /
Ao00OF 195;
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https://labs.ripe.net/Members/cteusche/finding-anti-abuse-contact-information-with-ripestat

Reporting Abuse 39

e Take action with the Abuse Contact Finder

Go to “Use Cases” >
“Looking for Abuse Information”

RIPEstat Home -+ About RIPEstat * Documentation + Use Cases -

You are here: Home > Data & Took > RIPEstwat > Use Cases > Looking For Abuse Information

RIPEstat Abuse Contact Finder
The RIPEstat Abuse Contact Finder may be able 10 help you find the email address that should be used 1g
report network abuse originating from a particular IP address ;

6 You can leam more about network abuse in general and what you can do to stop it on the RIPE In-depth information
Abuse Informasion page. E
' about abuse

@ YoueanleammomabomhowmRPEswAbuseConuctFlnderwomaMhowureponabu
this wiorial on RIPE Labs. Plmes

RIPE Abuse Contact Finder (D)

Enter an |IP address

For regular RIPEstat users: this widget, of cowrse, can aso be found on the regular result page in the "Anti Abuse” 1ab

RIPE 69 Basic Measurements Tools Tutorial




Reporting Abuse

40

Abuse Contact Finder (2001:67c:2e8:/48) 1D

Emai-Comact

abuse@ripe.net

Contact-Qualty-Rating
WHNNNWY

"~ This contact can be used 10 report abuse.

Show Complete Details
_lnfo for Resource Holders

Showing results for 2001:67¢:2e8: /48 as of 2013-08-30 14:39:00 UTC

L
¥

&) O Beta status: Please note that even highly rated contacts can be incorrect

source data

embed code permalink Indo
J

Email contact to report
abuse
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Reporting Abuse #

Abuse Contact Finder (2001:67¢:208:48) D ‘<
Emai-Comact '
abuse@ripe.net ,
Details about the resource and abuse contact:
Contact-Qualty-Rating
% % & K (55) 2 @Show Complete Details
| Detals
This contact can be used 10 report abuse. —
{ 193.0.18.0-193.0.21.255
3 abuse® ripe.net Yom abuse contact role
“Show Complete Details T el o S
“linfo for Resource Holders B EE—
Tha rescurce has Deon dentifiod 10 De relted 10 ths Plormmation
Showing results for 2001:67¢:2e8:./48 as of 2013-08-30 14:39:00 UTC i RIPE NCC P1 Allocation
4 Hold by
6 OID Beta status: Please note that even highly rated contacts can be incorrect 1 na.«
source data embed code permalink Indol — e
v RIPE NCC
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Exercise:
Handling Abuse




Tasks 43

e What is the abuse contact for 193.0.20.22

e Or the hotel network?
e Check an IP address from your home network

® Discussion: What can you do in these cases:

e No abuse contact found

 No response to an abuse report
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Comparing Networks




Why Compare Networks? s

e Want to peer with AS-X?

e Learn by opening multiple widgets about AS-X
e Choosing upstream ?

e Compare AS-X with AS-Y by opening same widget
loaded with two different ASNs

¢ Internet outage in a country?

e Open multiple country-related widgets in same view

https://labs.ripe.net/Members/suzanne taylor muzzin/ripestats-

multiple-widget-and-resource-comparison

LN,
7 %%,

y 4 B30,
f £ 5100
fivad R
g of ¥
123520 o/

4

D e
Ao00OF 195;
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https://labs.ripe.net/Members/suzanne_taylor_muzzin/ripestats-multiple-widget-and-resource-comparison

How to Compare

46

e Compare results in differn i -

i Go to “Use Cases” >
RIPEstat Home -+ About RIPEstat * Documentation + Use Cases
, “Compare Results”

You are here: Home > Data & Tools > RIPEstat

search RIPE

Your network: AS3333, 2001:67c:2e8::/48 e.g.: IPv4 prefix/range, IPv6, ASN

Compar’ Results

Select up to six different widgets from the list to compare at one time. Different resources can be queried for each widget.

| Routing History

! Select widget |

Select a widget

and a resource AS1 205

+ Add & Permalink

Select resource §
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Compare Results

Compare Results

Select “Routing

Select up 10 Six cifferant widpats from e kst 10 compare al one tme. Different resources can be ¢

Select a wiaget | Routing History
and a rescurce 883333
+ Add ~ Permalink

Routing History (s81205)
Switch 10 Table View

M@d’ rows

M@d.m

-
ASXIX
¥
006

!!! !l !" !! W X X X 0

Showing resuls for AS3333 from 2004-01-01 00:00:00 UTC
g 2014-08-15 00:00:00 UTC

SPowing reauls for AS1205 from 2004-01-01 00:00:00 UTC
b 2014-08-15 00:00:00 UTC

" Prefix Size Distribution (a8 1205)

by number of
w Prefxes -

(22 vl 2

* @ Advanced Settings
Showing rosults for AS1208 as of 2014-08-15 08:00:00 UTC

0 Results exclude routes with very low visibility fless than 3
RIS peers saeing).

47

{ History” widget ‘-
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Compare Results

Compare Results
Select up to six different widgets from the kst to compare at one time. Different resources can be queried for each widget.

Select a widget [ Routing History 7
and a resource as3333

+ Adg ,<Em'|alinak)

Use the permalink to share this page -
w): Vcongaromultsw-wﬂamter-o resource=as1205&widget-containter-0. vagggtType-grefu saze-dnstnbunon&wog@t-oonf

\,o ‘,o

Routing History (as1205)

Share via
“Permalink”

hitps //stat.npe.net/spe

Routing History (as3333)

Switch to Table View |

Switch to Table View
Shtmoisrm 8hcmol9rm
u T 1 & ER 140780016 |
AS1205|m LTSN 1S 153 1861, 0%

06 2006 200 6 2000 2010 2011 2012 2013 204

4
L
¢
»
¢
L
¢
L
K
Reset Zoom !
L
¢
L
¢
»
¢
L
¢
L
i

Showing results for AS1205 from 2004-01-01 00:00:00 UTC
1o 2014-08-15 00:00:00 UTC

BT

\
s
t
s
f
s
t
s
t
s
f
s
Et 150.186.1..0C ||
! t
s
f
s
t
s
t
s
f
006 £
t
s

Showing results for AS3333 from 2004-01-01 00:00:00 UTC | !
1o 2014-08-15 00:00:00 UTC

©

Prefix Size Distribution (as1205)

by number of
= Prefxes - Addresses

=~ JU6 (wa) L
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Compare Resources Summary 4

® No login required

e Add widgets AND input query for each widget
(ASN or IP or...)

e |t is a result page with widgets and query results

e Share it via a permanent link
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Comparing Countries in one Widget 50

e Compare the growth of ASNs in DE and NL

e See IPv6 adoption rate in four countries at the

same time

e Analyse IP hijacking with ‘BGP Update Activity
Widget’

https://labs.ripe.net/Members/wilhelm/bgp-leaks-in-indonesia

https://labs.ripe.net/Members/suzanne taylor muzzin/new-in-

ripestat-in-widget-comparison-and-monitoring

RN

7 %%,
& B30,
f £ 5100
[osat 04k
B e |
L e/

4 8 109

> TROOEOC /
Ao00OF 195;
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https://labs.ripe.net/Members/wilhelm/bgp-leaks-in-indonesia
https://labs.ripe.net/Members/suzanne_taylor_muzzin/new-in-ripestat-in-widget-comparison-and-monitoring

In-widget Comparison

51

e Country Routing Statistics

Country Routing Statistics (de) 30

® multi-resource

L.
U

8000

6000

4000

# of prefixes

2000

Select a country + Add
at - Austria
bo - Bolivia, Plurinational State of
bq - Bonaire, Sint Eustatius and Saba
cd - Congo, the Democratic Republic of the tresolution in graph: per 1 week
hr - Croatia

Qq - Equatorial Guinea

gt - Guatemala

va - Holy See (Vatican City State)

ki - Kiribati

kp - Korea, Democratic People's Republic of
la - Lao People's Democratic Republic

Iv - Latvia

fm - Micronesia, Federated States of

SNSV jo #

ms - Montserrat

Ly oo
ru - Russian Federation
ae - United Arab Emirates

P E—
us - United States —

um - United States Minor Outlying Islands ____.—-———-""*"

%2004 2 Vu - Vanuatu 2012

ASN IPv4 IPv6

Germany (de) ASN (de) — IPv4 (de) — IPV6 (de)

( Cick legend item 0 toggle visibility of a series )
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EXxercise:
Comparing Results




Tasks 53

e Compare the number of announced prefixes for
two networks over the past two years using the
widget comparison page

e How does the Internet in Greece compare to the

UK? Use in-widget comparison!
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Questions? 54




RIPE Atlas




Overview Two - RIPE Atlas 56

e Introduction to RIPE Atlas

e What you can get from RIPE Atlas as a visitor

e Exploring public probes

e Live Demo

¢ Finding public measurements

e Exercise: FInd results
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Introduction to
RIPE Atlas




Definition 58

e RIPE Atlas = global active measurements platform
e Goal: View Internet reachability
® Probes hosted by volunteers

e Measurements performed towards root name
servers
e Visualised as Internet traffic maps

e Users can also run customised measurements
e ping, traceroute, DNS & SSL

e Data publicly available
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RIPE Atlas Coverage
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Measurement Devices 60

o vi1 & v2: Lantronix XPort Pro

e v3: TP-Link TL-MR3020 powered from USB port

e Does not work as a wireless router

e Same functionality as the old probe

e RIPE Atlas anchor: Soekris net6501-70

) RIPE
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RIPE Atlas in Numbers: October 2014

61
e 7,100+ probes connected
Country Probes
e 3,000+ active users this year United States 848
) _ ] Germany 778
¢ 1,000+ built-in measurements daily o -
e 5,000+ user-defined measurements daily |united kingdom 534
) Russia 414
e Available to hosts and members
Nederland 409
e ping, traceroute, DNS, SSL Crech Republic 1os
e Goal by end 2014: Ukraine 185
Belgium 174
e 10000 connected probes
Switzerland 170
RIPE 69 Basic Measurements Tools Tutorial RIPE
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Hosting a RIPE Atlas Probe 62

1. Create a RIPE NCC Access account
2. Go to https://atlas.ripe.net/apply

3. You will receive a probe by post

4. Register your probe

4. Plug in your probe

o If you receive a probe from an ambassador
(trainer, sponsor, someone at a conference),

just register it and plug it in!

RIPE 69 Basic Measurements Tools Tutorial ,g-fjff RIPE
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What you can get from
RIPE Atlas as a visitor




Internet Traffic Maps

64

Wﬂm-mnm—mn‘ x \Q\

e - C' 5 https //atlas rlpe ngt/results/maps/ 7

HPENNM' About RIPE Atlas *  Get Involved *  Begults W

Intemet Maps
You are here: Home > Data & Toola > RIPE Atlas > Results > Inte & Statistios
Analyses & Use Cases
RIPE Atlas - Map Visualisations e
RIPE Atlas Anchors
Comparative DNS Rootn‘rr

DNS root Instances

Shows, for each probe, which root DNS server Shows a companison of response tme for DNS
NS1ANCH 1he probe ends up quanyng. whaen they  SOA quenes 10 all the root DNS servers, For
83K & paricular root Server. |n OINer woeds, 1 2ach proDe, & MArkKer Shows the ‘Dest’ root
shows the "gravitational radus” for root DNS server with colour dentifying the related
SEVEr NG1ANCes, MMM (8500058 1ime.

Reachability of fixed destinations RIPE Atlas network extent

Snows the extent of the RIPE Atlas network,
reachabla or not from each probe. Red markers  wih all active and Nacive peobes.

indcate that the specific destination for these

peobes are Urveachable and green reachable,

Shows 4 the particular fixed destination is

DNS root server TCP/UDP performances

RTT to fixed destinations

Shows the colour coding for the RTT value for

This map shows the reply time o the SOA
query of & particular root DNS server, over the
selactad ranspon protocol (UDP, TCP o
comparson of the two) for each probe.

Percentage of probes per country

.;:!’
0 P-

Shows the astribution of prodes in the workd
using colouring 1o highlight the most populated
countries, Only up probes are taken nto
account.

" the particular destination for each probe. The
"J mnmem / aveage / maximum vakes are based

on standard “ping” measurements.

RIPE Atlas anchor locations

Shows the location of RIPE Atlas anchors,
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Where is B-root? 65

Measurement: | b.root-servers.net

Google i .

<10ms <20ms <30mso <40mso <50mso <100mso <ZMmSO <300ms® <500ms.
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Probes per country or ASN 66

United Kingdom (gb/uk)
Filter by ASN,
SN |
| +
S ND
61
G E dinbur gh
Glacl g
UNITED
INGDOM Newcastle
Belfast )
3 ﬁ[»n:-ugl&;
: % Leeds
IRELAND ! 4 i
Dublin " 147 PRk -
ENGLAND NETH]
. Thy
S “Bimingham Hagud
Rotterd
o 531 ¥ 6ndon
12 Lrl)lle
Douai “ RE
RIPE 69 Basic Measurements Tools Tutorial RI PE



Where we Want to Place RIPE Atlas Probes

(s) World () Europe () Asia () Africa () North America () Central America () South America () Oceania () Middle East

0 I 1z
@
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Articles, Papers, Use Cases, Experiences 68

o0 RIPE Atlas: Measurements With Tagged Probes Coming Soon
u";""—4 Suzanne Taylor Muzzin 3 — Sep 12, 2014 12:05 PM

e We've been busy working on a number of developments, and we're really excited about one in
T e particular that will be ready soon: creating customised measurements using tagged probes.
Sssmiissss  Learn more about it - along with some other recent additions - and let us know what you think.

Tags: MTas. MOASUTOMENS, 1005 = Read more
0 Time Warner Cable Outage
*"—: Emile Aben 21 — Aug 28, 2014 04:50 PM
- . The Time Warner Cable network suffered an outage on 27 August 2014 between
approximately 9:40 and 10:55 UTC. We looked at some interesting details of this outage using
RIS and RIPE Atlas.
Tags: aTas, routing = Reoad more

o0 RIPE Atlas Midsummer Update 2014
*"‘: Fatemah Mafi 258 — Jul 24, 2014 0530 PM

== Since RIPE 68 in Warsaw, the RIPE NCC has developed and released new features for RIPE
Y ' ! Atlas. We would like to inform the community of what we’ve been working on and how you can
N O ~ benefit from the RIPE Atlas service.

\\ a
IV

Tags: aUas, stavstics

o0 How RIPE Atlas Helped Wikipedia Users

i"-:t Emile Aben 22§ — Jul 09, 2014 12:25 PM

’ . Engineers from the Wikimedia Foundation and the RIPE NCC recently collaborated on a
ooV il ~ project to measure the latency of Wikimedia sites for users worldwide. Together, we identified
. % -"I\‘. ways to decrease latency and improve performance for users around the world.

1 woE Ly
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. ol walbl Gl = il s wllall Gw 059
'OIV!VId pm 1042 200418 Lo de wil a « Khoenmyar by D
T oramyer il 8ilie syt el Dy J e Uhpas @ - DED: [ wernrpe et -l o

e 3,5 B35 puallol i AU U 1y uli 3 o s S0 g

122 Gy

8 4L G tsal tufe
pm 12:52 2013

times 52 :Hes thacked
Tmes 57 [Been thankes

/hatps://atias.ripe.net :oulbl 0jan e vl 9

1S SrgS VSl

©  Prode o I, Ll TRUNK S yui J xSxgS oSUa g0 1,8 0,0 Gl sesti b cul; lajlus
Al Uleolais Jlast 5 G, @ |, Ll g 03,5 Jias aSasS Sl Sl L la

Jae g Jils Sla cusid @ g aiSee w3l |, Bl paliae Sl 58 )l Glolaie

v 31 DHCP USyinn w0 mage (i Seop J) 18,50l il 3 auSion Jaaia Gl S

A iy Gaaimanw (5100 ipeSen urked sy i 5150 b i jiad la ) 5 03,5

aats plad |; e Gusins ax aS Lsies gaws la Sinls od & Spay, Sge

i 2ix 3 PINg - Traceroute Jis aSed 03l o i Jolis b i o4l
wiaaed Ll Jlzal 9 ONS Jia 505

gl oy Sl Ko e

+BRLADHMTDERM

FEORE (UDM) £8RUTHEEGS Z 2 HIETT,. My Atlas>Measurements>New
Dy UTHAREERULET, EROREAOHAUCIE "FJLVy b, PF'DELCEDET,
FORMBMMICH LT (4RMERBMT 55216007 L Yy b ES) WE->TVE, |
TraceRoute 75 EICHR (pingid1BIKDE3Z LYy FEHER) 2hEY,

biglobe (ping.mesh.ad.jp) NDOUDM
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Looking up Public
RIPE Atlas Probes




Logging In 70

e Create an RIPE NCC Access account

e The same account used to access the LIR Portal, RIPE
Atlas, RIPEstat, RIPE Labs...

e Advanced

e ‘LIR contact’: additional benefits!

e Membership benefits for RIPE Atlas
e Share probe management with LIR colleagues

e Historical RIPE Database view in RIPEstat

e Add yourself as ‘contact’ in LIR Portal
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Searching for RIPE Atlas Probes

71

Filter based on My Atlas / Probes

ASN, Country,
Location...

RIPE Atlas Home Results + My Atlas: BECHA (Xs4all) -+ Logout

Probes
You are here: Home > Data & Tools >
Measurements
Filter by id/asn/location/country/Qescript Connected Credie
API| Keys
My Favourite Probes My Sponsored Probes Public Probes Anchors
Sponsorships
Id Country  Description inection Status
Settings
™ & 4 days, 4 hours
i |
- AirJaldi & 3 days, 20 hours
—
* E5¢ 1V 3 hours
o9,
Possible to
*i MG-Home & 1 week
mark probes as
favourites i*i Afilias YYZ1 & 1 week, 5 days
20825 4739 4739 ﬁ & 2 weeks, 5 days
20488 5769 5769 i *i Letiprobe & 1 day, 20 hours
20444 5607 »‘IVA Cam & 1 day, 11 hours
ans

E
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RIPE Atlas Probe Page - Live Demo 2

£7f Randomdata hackerspace > |
¥ & https://atlas.ripe.net/probes/4170/ QY
RIPE Atlas Home -+ About RIPE Atlas -+ Getinvolved + Results + My Atlas: BECHA (Xs4all) + Logout
You are here: Home > Data & Tools > RIPE Atlas > Probes > Probe #4170
Randomdata hackerspace = 1 week, 3 days
Firmware
General Information Network Information Results from Built-in Measurements User-defined Measurements 4650 #41 70
G l I f t, Architecture
eneral iniormaton . »
Connection & Traffic ¢ PEpov
MAC Address
id 4170 BEa/e Packets/s 00:80:A3:91:41:79
MAC Address 00:80:A3:91:41:79 10 k
Architecture probev1 — o
5k et ‘ ==
Firmware Version 4650 I I : l I l I Tﬁ‘ en - Map ¥
lu:> .IIC!(‘(! @
Router Type 0 . 0808 | ; 1 Tusndorp
Bandwidth Limit Not set . -]
Connected Time & 1 week, 3 days Noordoost .
Yoort
DNS Ermy O" echt Voorveh
) L Zeeheldenbuurt o
Shared Publicly Yes logelenbut L Hengeveldstraat &
2 | Wittevrouw De V.
Tags NAT r{;dsnaalen | 1177 200 =L
npetorengracht | o
/. Bunten »
Management Sharing Utrecht J"1€9EN e zgver
Y wéngracht. Schiet
Binnenstad 6 if
Only the probe host is permitted to administer this probe. \\ Oudwijk
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Zoomable Ping Graph e

» Replace multiple RRD graphs: zoom in/out in

time, In the same graph
e Easier visualisation of an event’s details

o Selection of RTT class (max, min, average)

e e e I ptiy |V AllaS “m

RIPE Alas Home + ABOUIRIPE Asas + Getlwolved -+ Resuls + My Asas: Christian Teuschel -

You are here: Ho™w > Dafa & Tool > NPT Atas
My Probes Public Prodes FEDLILADFI2C *  PE:D1:11:A9:F3:2C None ™

FB:D1:11:A9:F3:2C, None
f1aconte 10 Fest MO 192.188.1.)

rrert dats poird resckion: no aggregstion applied

£
-
-
) hwk
Minimum  Average Maximum ’Sthpooﬂlll

- RTT Min 0.4%4ms  0.56ms 0.622ms

— ATT Avg 0.504ms 0.6ms 0.97ms Omm

— RTT Max 0.564ms  0.94ms 6.631ms 3.048ms

0 No dsta ) =0% on>% e >30% n >80% = 100% Pkt Loss 0 0 Pkis sent

Showing rosults ‘or 10090/ from 2013-00-04 06:45:40 UTC 0 2013-080-04 1412 UTC

4 3 R I E
Y & B30,
f £3 35100
fos2LY 008! I
fiioBbf9 i |
3,200 oy
¥ NCC
) 200 FOf 195 .
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Finding Results of
Public Measurements




Looking up Measurement Results

75

e Log in to atlas.ripe.net

e Go to “My Atlas” > “Measurements”

e Tip: fast-forward to the

o
Measurements

My Measurements

Id

177240
1772400
1766459
1766454
1766442
1740486
1740485
1740473
1687993
1675049
1675046
1674830

1674725

o

Type
1PV ping
IPv4 ping
IPV6 ping
IPv4 ping
IPv4 ping
IPv4 traceroute
IPv4 ping
IPv4 ping
IPv4 ping
IPv4 ping
IPv4 ping
IPv4 ping

IPv4 ping

pt and/or description

Public Measurements

Target
stat-app1.ripe.net
Jhu.at

os3.nl

os3n

boardz.at
www.boardz.at
ripe.net
213.127.245.250
88838
178.89.108.50
8888

88838

88838

AnyStatus ¢

Description

My First Measurement
ws-prep REST ping

Quick Look IPv6 Ping to os3.nl.
Quick Look IPv4 Ping to os3.nl,

Quick Look IPw4 Ping to boardz.at.

A REST APl Measurement

Pinging my home network

Quick Look IPv4 Ping to B.8.8.8.

Quick Look IPv4 Ping to 178,89.108.50,
Quick Look IPw4 Ping to B8.8.8.

Quick Look IPw4 Ping to 8.8.8.8,

Quick Look IPv4 Ping to 88.8.8.

last page ;-

4+ Create a Measurement

IPvaNG

¢ Alltypes

Time (UTC)

2014-10-30 17:45 -

2014-10-30 11:44

2014-09-1914012 -

2014.09-19 1411

2014-09-191335 -

201405905 1035 -

2014-09-0510:22 -

2014.09-05 09:50 -

2014-06-1912:23 -

20140609 11:29 -

2014-06-09 11:22

2014-06-09 06:16 -

2014-06-09 04:14 -

- 2014-06-09 1130

oo+ [ERIER

“ Status
Present -
201410301150
2014-09-19 14220
2014.09-19 14220
2014-09-19 13:45

2014.09.05 10:45

Yy R R R BB

Present

2014.09-08 03:00

2014-06-19 1230

2014.06-09 1135

2014-06-09 06:25

2014-06-09 04220

- %
- %
- %
- %
L
- %
- %
- %
® %
- %
- %
- %
®*
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Searching for Measurements by Type -

Filter by target and/or description AnyStatus 7 IPv4ANGE v All types Df all time a
- Ping -
) Traceroute
My Measurements Public Measurements DNS
HTTP
Id Type Target Description Ti  SSL Certificate “ Status
—mreer———
1772401 © IPv4 ping stat-appl.ripe.net My First Measurement 2014-10-30 11:45 - Present > @ %
1772400 1 |Pv4 ping jku.at ws-prep REST ping 2014-10-30 11:44 - 2014-10-30 11:50 = @ %
1766459 1 |Pv6 ping os3.nl Quick Look IPv6 Ping to os3.nl. 2014-09-19 14:12 - 2014-09-19 14:20 I @ %
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Downloading Measurement Results 77

e Click on measurement, then “Download”

You are here: Home > Dana & Tools > RIPE Adas > Measuremens > Measurement #17333523

e Or goto URL =

- -
¥ www.seil.jp
e Or use the API Comitimains  bu Wy Opuritweype | Dot

Download the raw measurement result data here.
[ this form 10 downioad the data through your browser, or use the préview on the right to help you query the REST API directly

Start Date URL Preview

2014.08.25
https://atlas.ripe.net/api/vl/measurenent /1733325 /resul

Stop Date: t/75tart=140892480085top~ 14090111994 foraat=Json

e Results in JSON ™ :

mat

JSON _-J
e Libraries for

parsing available on GitHub

e https://github.com/RIPE-NCC/ripe.atlas.sagan

e https://github.com/RIPE-Atlas-Community/
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https://github.com/RIPE-NCC/ripe.atlas.sagan
https://github.com/RIPE-Atlas-Community/

Search Measurements by Target in RIPEstat -

RIPEstat — Internet Measurements and Analysis

8]
el 4] 2% hetps @ stat.ripe.net/widget/atlas-targets#w.resource=5.5.8.¢

You are here: Home > Data & Tools > RIPEstat > atlas-targets

| Go to “RIPEstat > RIPE Atlas Measurement Targets (8.8.8.8)

“RIPE Atlas Activity” [~

8.8.8.8

Show [ 10 %] targets/page Search:
:\éeasurement ~ Stopped + Type $ :;:arget ¢ Target Hostname

- le-public-dns-
1040720 @  ongoing ping gsgg Jocgle-public-dns

a.google.com

1006491 (& ongoing traceroute 8.8.8.8  not specified
1006192 (@ ongoing ping 8.8.8.8 not specified
1004827 @ ongoing traceroute 8.8.8.8  not specified
1002630 @ ongoing ping 8.8.88  not specified

2014-02-24 ,
1478085 @& A e dns 8.8.8.5  not specified

J——
y. oy,
Y & JBA,

‘L‘i LN

fibg:aby 2

figogbf9 SO |

1200 oy
" dbngr
o195
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Use Existing Measurements! 9

® There are many measurements already running!

e Search for existing public measurements first

e Schedule your own measurement if you don’t

find what you’re looking for
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Exercise: Find
Measurements
Results




Task: Search for Measurement ID #1733329

& o -
¥ www.seil.jp
General Information Probes Map OpeniPMap Prototype Download Results
Probe ¢ ASN(v4) ¢ ASN(v6) ¢ ¢ ¢ Time ¢ RIT ¢ Hops
2043 3313 il & 2014-08-2507:44 308.018 S
3246 41135 Il & 2014-08-2507:41 259912 00
3389 3302 il & 2014-08-2507:43 285608
4092 37497 M O 2014-08-2507:40 452.889
4228 3269 il & 2014-08-2507:41 329862 (S
10024 42353 B O 2014-08-2507:44 x 0

General Information Probes Map OpeniPMap Prototype Download Results

Traceroute results on a geographical map.

OpenliPMap Is a prototype visualisation that's attempting to visualise traceroute results geographically. The code is available publicly on GitHub, and the complete
project is available separately for those who might want to experiment with it

OpeniPMap Add msm_id Add msm Msms User: BECHA (Xsdall  Help

' 1733329 www.seil.jp 30prbs 2014-08-25T07:30:00.000Z-2014-08-25TC

Pov sl
’-

AFRICA

i -
",
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Creating a
Measurement




Scheduling a Measurement -

e Log in to atlas.ripe.net
o “My Atlas” > “Measurements”

e “New Measurement” or “One-off”

e Most are periodic and last a long time
e Choose type, target, frequency, # of probes, region...

e You will spend credits

e https://atlas.ripe.net/doc/udm
® Or use the API:

e https://atlas.ripe.net/docs/measurement-creation-api/

= e,
P o8,

Y 4 R0,
I £ 51108
st oadk:!
Lo |
1 3 B/

4 v
S SRIOOTAC", /
2600 -H0f 1"""
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https://atlas.ripe.net/docs/measurement-creation-api/

Credit System 4

e Measurements cost credits
e ping = 10 credits, traceroute = 20, etc.

e Why? Fairness and to avoid overload
e Hosting a RIPE Atlas probe earns credits

e Earn extra credits by:

e Being a member
e Hosting an anchor

e Sponsoring probes

https://atlas.ripe.net/doc/credits
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Credits Overview 85

RIPE Atlas Home -+ About RIPE Atlas -+ Getinvolved -+ Results -+ My Atlas: Vesna Manojlovic [staff 2fa] + Staff Pages -+ Logout

_ Probes
You are here: Home > Data & Tools > BIPE Atlas > My Atlas > My Credits

Measurements

Account Information Give credits

to someone

Sponsorships

® 14,825.52 credits / hour

Ambassador Probg
(3 History (ul] Charts & Archives = Transfer

Claim 1

History it My Atlas / Credits

Quick LN
Settings
20M-
15M-
10M-
5M-
0M1 ' 1 1 1 1

6 Jun 18 Jun 28 Jun 8 Jul 20 Jul 30 Jul 9 Aua 18 Aua

Download Credit Archives 2 Format 4 Download

Current Consumption
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Exercise:
Create a Measurement




Tasks 87

e Create a measurement
* ping
e involving ten probes
e to atarget of your choice
e Source: your country

e Duration: two days

e Use the RIPE Atlas GUI
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Create a New Measurement

Summary

m Definitions

Daily costs

Vv Ping measurement

Target

100%

An IP address or hostname
By scheduling this .
measurement, your total Address Family
daily consumption will be IPVE j
100.0% of your daily income
You will run out of credits in Packets
about 81 days

<

°

3(3)
>

Size

48(3)
= .
= B
o -

3 2

>

2

T
c\(zlolg\ &

>
M Balance
I Total Expenses

Description
Ping measurement

A free-form description of this measurement

Interval

240(3)
How often this should be done (seconds
between samples). Note that this value is

ignored for one-off measurements.

Resolve on Probe

-
Force the probe to do DNS resolution

e https://labs.ripe.net/Members/suzanne taylor muzzin/ripe-atlas-new-

measurements-ui-and-tagging
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Contact Us: RIPEstat 89

e https://stat.ripe.net

e Articles and updates on RIPE Labs:
https://labs.ripe.net/ripestat

e Questions and bugs: stat@ripe.net

e Twitter: #RIPEstat

e Tutorial:

e http://www.ripe.net/lir-services/training/courses/tailor-

made-workshops/#tools
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Contact Us: RIPE Atlas %

e https://atlas.ripe.net
e Users’ mailing list: ripe-atlas@ripe.net

e Articles and updates on RIPE Labs:
https://labs.ripe.net/atlas

e Questions and bugs: atlas@ripe.net
o Twitter: @RIPE_Atlas and #RIPEAtlas
e Workshop on Thursday at RIPE 69

e https://ripe69.ripe.net/programme/meeting-plan/workshops/
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More
RIPE Atlas Features




“Latest Results” API 03

e https://atlas.ripe.net/docs/measurement-latest-api/

e Widget monitoring value in real time (100 probes pinging

websites worldwide)
e Alert based on average measurements per hour
e Big network event, e.g. Internet outage in a region

e DNS domain monitoring; configurable measurements

using ten RIPE Atlas anchors

e https://labs.ripe.net/Members/

suzanne taylor muzzin/ripe-atlas-latest-results-

api-and-parsing-library
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Secure Creation and Sharing of Measurements .

e Use API keys to:

e Create measurements without logging in

e Securely share your measurement data with others
e To create, manage and delete API keys:

o https://atlas.ripe.net/keys/

e https://atlas.ripe.net/docs/keys2/

e Examples:

e https://atlas.ripe.net/docs/rest/

RIPE 69 Basic Measurements Tools Tutorial RI PE
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Security Aspects 05

® Probes:

e Hardware trust material (regular server address, keys)
e No open ports; initiate connection; NAT is okay
e Don’t listen to local traffic

e No passive measurements
e Measurements triggered by “command servers”
* Inverse ssh tunnels
e Source code published

e Reported vulnerabillities:

e htitps://atlas.ripe.net/docs/security/
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RIPE Atlas Anchors Mesh Visualisation %

e Multiple ping measurements in one view

o Stacked chart and interactive control panel
e Go to Results > Anchors > choose one from the

list > ping
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Additional Membership Benefits o7

¢ RIPE Atlas:

Members are guaranteed one probe each

Do NOT have to host a probe in order to perform

customised measurements

1,000,000 extra credits monthly via LIR Portal
“Quick Look” measurements via LIR Portal

IPv6 reachability testing (free - no credits needed)

Sharing probe management with LIR colleagues

¢ RIPEstat:

Historical view of RIPE Database objects
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