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Context

 DNS amplification
e Reflection

 RRL

e competing proposals (DNS Dampening)



l[dea :::

* Enough rope to hang yourself"WAWsupport
redparn’ RRL

 Handle caching

* Allow real time management



Convention 44+
function police (req, resp, 1sTcp)
1f resp
then
gname, qgtype = resp:getQuestion()
-- magic happens here
-- perhaps return pdns.TRUNCATE?
-- or pdns.DROP?
end
return pdns.PASS
end
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Truncate wilacards :::

function police (req, resp, 1sTcp)
1f resp and resp:getWild():1len() > 0
then
return pdns.TRUNCATE
end
return pdns.PASS
end



RRL example (1)

conf.eps = 5

conf.logonly = false
conf.window = 5
conf.vdlen = 24
conf.volen = 56
conf.leakrate = 3
conf.tcrate = 2



RRL example (2) :::

1f wild:len() > 0 then
imputedname = wild
elseif rcode == pdns.NXDOMAIN or errorstatus
then
1mputedname = zone
gle

token = mask(remote)..”/"..
imputedname..”/"..
tostring(errorstatus)



Inspect :::

$ pdns_control policy get example.com
gps for example.com 1s 58

function policycmd(cmd, arg)
1f cmd == "get" then
local gps = getgps(arg)
return "gps for "
end
end

..arg..” 1s "..gps



Modify 44+

$ pdns_control policy block example.com
example.com now blocked

function policycmd(cmd, arg)
1f cmd == "block"™ then
blocks[arg] = 1
return arg.." now blocked”
end
end



Vieasure

function metrics()
return {foo=5, bar=10}
end



Ihank you

hitp://tinyurl.com/pdnsripe69
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